Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Text 


LIMITED OFFICIAL USE 

PAGE 01 ANKARA 03691 091457Z 

42 

ACTION SY-05 

INFO OCT-01 OC-05 CCO-00 ISO-00 /OllW 

079234 

R091410ZMAY 75 
FM AMEMBASSY ANKARA 
TO SECSTATE WASHDC 9146 
INFO USIA WASHDC 
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DEPT EOR A/SY/DO 

E.O. 11652: N/A 
TAGS: ASEC 

SUBJ: SECURITY VIOLATION: IMPROPER TRANSMISSION OF SECRET MATERIAL 

1. ON MAY 9, 1975, USIA DOCUMENT TITLE CURRENT EOREIGN 
RELATIONS, ISSUE 17, DATED APRIL 23, 1975, CLASSIFIED SECRET, 

RECEIVED AT AMEMBASSY ANKARA VIA UNCLASSIFIED DEPARTMENT 
POUCH. DOCUMENT SEALED IN SINGLE BROWN ENVELOPE ADDRESSED 
USIS ANKARA, FYI-3, M-5, C-40. ALSO BORE ON STAMP INDICATING 
REGISTERED 806, SECRET. POUCH OPENED BY FSL MAIL ROOM 
EMPLOYEE WHO SORTED AND PLACED SEALED ENVELOPE IN USIS MAIL 
SLOT. SEALED ENVELOPE WAS TRANSPORTED FROM EMBASSY TO 
USIS BUILDING BY ESL COURIER. ENVELOPE RECEIVED USIS IN SEALED 
CONDITION AND WAS OPENED BY FSL SECRETARY. UPON NOTICING 
CLASSIFICATION ON THE DOCUMENT, FSL SECRETARY IMMEDIATELY 
TURNED DOCUMENT OVER TO PROPERLY CLEARED AMERICAN SECRETARY. 

2. INVESTIGATION HAS DETERMINED UNAUTHORIZED ACCESS. HOWEVER, 
COMPROMISE DOUBTEUL. WHILE FSL SECRETARY WHO OPENED ENVELOPE 
DID SEE COVER OE DOCUMENT, INVESTIGATION INDICATES SHE DID TURN 
DOCUMENT OVER TO AMERICAN IMMEDIATELY WITHOUT READING CONTENTS. 

3. AS NOTED ABOVE, THE ENVELOPE WAS MARKED SECRET ONLY ONCE. 

WORD SECRET IN LETTERS LESS THAN ONE FOURTH INCH HIGH AND TOTAL 
WORD LESS THAN THREE FOURTHS INCH LONG. WORD PRINTED IN SAME 
BLACK INK AS ADDRESS AND DOES NOT STAND OUT VERY MUCH. 
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THIS MAY HAVE CONTRIBUTED TO ENVELOPE BEING PLACED IN UNCLASS- 
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IFIED POUCH. 

4. ABOVE FURNISHED FOR ANY ACTION DEEMED NECESSARY. 

MACOMBER 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 09 MAY 1975 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: woolflhd 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975ANKARA03691 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D7501 63-0887 
From: ANKARA 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: linki 975/newtext/t1 9750564/aaaacfpe.tel 

Line Count: 65 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION SY 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: woolflhd 
Review Comment: n/a 
Review Content Flags: 

Review Date: 20 AUG 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <20 AUG 2003 by BoyleJA>; APPROVED <10 DEC 2003 by woolflhd> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
05 JUL 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: SECURITY VIOLATION: IMPROPER TRANSMISSION OF SECRET MATERIAL 
TAGS: ASEC 
To: STATE 
Type: TE 
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